Distribuované systéemy — praktikum smerovani Cisco

Praktikum — Smérovani Cisco
Cil cviceni:

Konfigurujte smérovac Cisco 1760 a pocitace s OS Linux zapojené v siti podle obrazku:

Internet

~ 147.32.83.139
147.32.83.142

172.31.80.142

Serial 0/0

node-hdlc

Obrazek 1: : Zapojeni pracovisté

- navrhnéte pfidéleni adresy synchronnimu sériovému spoji cisco smérovace router a pocitace
node-hdle (pouzijte adresy z privatnich adresnich prostort),

- konfigurujte rozhrani FastEthernet 0/0 pro zadanou IP adresu (viz: obrl),

- konfigurujte rozhrani Serial pro zvolenou IP adresu, protokol HDLC a pienosovou rychlost
512kb/s,

- konfigurujte statickou smérovaci tabulku,

- konfigurujte na smérovaci pieklad adres (NAT) a

- ovéite provozuschopnost celé konfigurace.
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Pokyny:

Smérovac router (Cisco 1760) a pocitae node-5 a node-hdlc jsou ovladatelné seriovou konzoli z
pocitace dsnlabl. K zafizenim se pfipojujte programem minicom s parametrem oznaceni
termindlu (viz Tab.1).

minicom SO

Pocitac Port
node-hdlc SO
node-5 S5
router (cisco) S9

Tabulka 1: Pripojeni seriovych porti

Pocitac¢ dsnlab1 je dostupny z libovolného pracovisté v laboratoii protokolem ssh pod adresou
147.32.83.128, uzivatelsky ucet mate k dispozici pod jménem dsy a heslem nod123.
Superuzivatelsky ucet root na pocitacich node-* ma heslo nod123.

Upozornéni!!!!

Pracovi$té je umisténo za smérovacem s implementovanym piekladem adres (NAT) a paketovym
filtrem. Pieklad adres pieklada adresy ze sité 147.32.83.0/24 na adresy sité¢ 172.31.80.0/24 v obou
smérech. Paketovy filtr propousti vSe ze sit¢ 172.31.80.0/24 (smérem do internetu). Smérem ze sité
147.32.83.0/24 (smérem z internetu) propousti pouze icmp echo, tcp 22 a tcp 80 (ping, ssh, www).
Ptid€lené adresy jsou uvedeny v tabulce 2.

Vnéjsi adresa Vnitini adresa
147.32.83.139 172.31.80.139
147.32.83.142 172.31.80.142

Tabulka 2: Adresni prostor - preklad adres

Vnitini adresa tohoto smérovace (tedy default gateway) je 172.31.83.254.
Start smérovace:

Po zapnuti se smérovac¢ ohlasi na konzoli (terminalu nebo jeho emulétoru) a pritbézné informuje o
zavadéni systému IOS, pocatecni konfiguraci a stavu svych rozhrani:

System Bootstrap, Version 12.2 (4r)XL, RELEASE SOFTWARE (fcl)
TAC Support: http://www.cisco.com/tac

Copyright (c) 2001 by cisco Systems, Inc.

Bad checksum on cookie structure, resorting to backup copy

Correcting primary cookie from backup
Cl1700 platform with 65536 Kbytes of main memory

program load complete, entry point: 0x80008000, size: 0x788370
Self decompressing the image : #########HFHHHH#4HHHHHHFHBHFHFHERHFHFRBHHHFHESHHHFESS
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Restricted Rights Legend

Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph

(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco Internetwork Operating System Software

IOS (tm) C1700 Software (C1700-SV3Y-M), Version 12.2(2)XK2, EARLY DEPLOYMENT RELEASE
TAC Support: http://www.cisco.com/tac

Copyright (c) 1986-2002 by cisco Systems, Inc.

Compiled Sat 16-Feb-02 22:54 by ealyon

Image text-base: 0x80008124, data-base: 0x80D358C4

cisco 1760 (MPC860P) processor (revision 0x200) with 58983K/6553K bytes of memory.
Processor board ID VMS06220WLA (1133174026), with hardware revision BB67

MPC860P processor: part number 5, mask 2

Bridging software.

X.25 software, Version 3.0.0.

1 FastEthernet/IEEE 802.3 interface(s)

2 Serial (sync/async) network interface(s)

32K bytes of non-volatile configuration memory.

32768K bytes of processor board System flash (Read/Write)

Press RETURN to get started!

Koncepce ovladani:

Uzivatelské rozhrani, které dovoluje smérovac ovladat a upravovat startovaci konfiguraci
(vytvorenou pfi prvém zapnuti, ulozenou v paméti NVRAM, a ptipadné dale korigovanou),
ma charakter piikazového jazyka. V bézném uzivatelském rezimu (basic command mode, user
EXEC) miZeme pouzivat ptikazy poskytujici informaci o aktudlnim stavu smérovace a provozu
(ptikazy show), a pfikazy umoZziujici jednoduché testy provozuschopnosti sité (ptikazy ping,
telnet).

Ptikazy uzivatelského rezimu jsou od ptikazii ménicich konfiguraci odstinény, pfechod z
neprivilegovaného uzivatelského rezimu k privilegovanému reZzimu konfigurace lze chranit heslem.

Prompt uzivatelského rezimu se objevi po odmacknuti klavesy Ret (a piipadné autentifikaci
Login/Password) po ukonceni bootstrap sekvence a ma tvar

router>
Ptikazovy jazyk mé propracovanou kontextovou napovédu, po stisknuti kldvesy ? dostaneme
nabidku moznych pokraovani ptikazu (seznam piikazi pii stisknuti ? na zacatku fadky).
Klavesou Tab si lze vyZadat doplnéni jednoznaéné urceného pokracovani piikazu.

Ptechod do privilegovaného rezimu (enabled mode, priviledged EXEC) umoziuje piikaz

enable, zpét do uzivatelského rezimu se dostaneme piikazem disable nebo stisknutim klaves
Ctrl-Z.

router>enable

Ptechod do privilegovaného rezimu miize byt chranén heslem.
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- Nekomplikujte, prosim, praci sobé a dalsim, a ochranu heslem na smérovaci neaktivujte !
— Nezapisujte Vami nastavenou konfiguraci do paméti NVRAM !

K vlastni konfiguraci (configuration mode) se dostaneme pies piikazy configure,
jednotlivé oblasti konfigurace (HW linky, SW rozhrani, a smérovani) jsou vzajemn¢ odstinény
piikazy 1ine, interface a router.

Jednotlivé rezimy uZivatelského rozhrani jsou odliSeny formatem promptu, ptechody mezi
jednotlivymi reZimy ilustruje schéma (obr. 2):

]

enable exit

:

configure

-«
0]
-4
=

‘ (config)# ’
line —_ -7 + o~ T exit
ot Nerface] - exit router A

(config-line)# (config-if)# (config-route)#

Obrazek 2: Navaznost prikazii v Cisco 10S

{

Nasledujici text Vas provede posloupnosti ptikazl, které potrebujete pro konfiguraci
odpovidajici zadané tloze. Informace o piikazech a jejich formatu naleznete na serveru
http://www.cisco.com .
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Vypis konfigurace:

Vypis aktudlni konfigurace nam poskytne piikaz show running-config,
piikaz show startup-config vypise startovaci konfiguraci ulozenou v NVRAM.

router#show running-config

Building configuration...

Current configuration : 836 bytes
|

version 12.2

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

|

hostname router

!

!

clock timezone MET 1

clock summer-time MET-DST recurring last Sun Mar 2:00 last Sun Oct 3:00
ip subnet-zero

!

!

ip domain-list felk.cvut.cz

no ip domain-lookup

ip name-server 147.32.80.9

|

ip cef
|

|
|
|
|
|
|
|
|

interface Loopback0
ip address 10.0.0.1 255.255.255.255
|
interface FastEthernet0/0
ip address 172.31.80.142 255.255.255.0
speed auto
|
interface Serial0/0
ip address 192.168.1.2 255.255.255.0
no fair-queue
|
interface Serial0/1
no ip address
shutdown
|
ip classless
ip route 0.0.0.0 0.0.0.0 172.31.80.254
no ip http server
|
!
call rsvp-sync
|
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|
mgcp profile default
|

dial-peer cor custom
|

|

|

!

line con O
exec-timeout 0 O
line aux 0

line vty 0 4
login

line vty 5 15
login

!

end

Stav rozhrani:

Informaci o stavu jednotlivych rozhrani nam dé piikaz show interfaces

router#show interfaces

FastEthernet0/0 is up, line protocol is up

Hardware is PQUICC FEC, address is 0007.8580.7f4a

Internet address is 172.31.80.142/24

MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

Keepalive set (10 sec)

Full-duplex, 100Mb/s, 100BaseTX/FX

ARP type: ARPA, ARP Timeout
Last input 00:00:00, output

04:00:00
00:00:05, output hang never

Last clearing of "show interface" counters never

Queueing strategy: fifo
Output queue 0/40, 0 drops;

input queue 0/75, 13 drops

5 minute input rate 4000 bits/sec, 8 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
1617741 packets input, 262068812 bytes

Received 1614035 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, O
0 watchdog

frame, 0 overrun, 0 ignored

0 input packets with dribble condition detected

278343 packets output, 76217853 bytes,

3 output errors, 0 collisions, 36 interface resets
0 babbles, 0 late collision, 0 deferred
3 lost carrier, 0 no carrier

0 output buffer failures,

0 output buffers swapped out

Serial0/0 is up, line protocol is up
Hardware is PowerQUICC Serial

Internet address is 192.168.

1.2/24

MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set

Keepalive set (10 sec)
Last input 00:00:03, output

00:00:01, output hang never

Last clearing of "show interface" counters never

Queueing strategy: fifo
Output queue 0/40, 0 drops;

input queue 0/75, 0 drops

0 underruns (0/0/0)

(bia 0007.8580.7f4a)
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5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
94511 packets input, 2080222 bytes, 0 no buffer
Received 94498 broadcasts, 0 runts, 0 giants, 0 throttles
6 input errors, 0 CRC, 6 frame, 0 overrun, 0 ignored, 0 abort
110326 packets output, 7895139 bytes, 0 underruns
0 output errors, 0 collisions, 35 interface resets
0 output buffer failures, 0 output buffers swapped out
1 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

Serial0/1 is administratively down, line protocol is down
Hardware is PowerQUICC Serial
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set
Keepalive set (10 sec)
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: weighted fair
Output queue: 0/1000/64/0 (size/max total/threshold/drops)
Conversations 0/0/256 (active/max active/max total)
Reserved Conversations 0/0 (allocated/max allocated)
Available Bandwidth 1158 kilobits/sec
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
0 packets output, 0 bytes, 0 underruns
0 output errors, 0 collisions, 0 interface resets
0 output buffer failures, 0 output buffers swapped out
0 carrier transitions
DCD=down DSR=down DTR=down RTS=down CTS=down

Loopback0 is up, line protocol is up
Hardware is Loopback
Internet address is 10.0.0.1/32
MTU 1514 bytes, BW 8000000 Kbit, DLY 5000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation LOOPBACK, loopback not set
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output queue 0/0, 0 drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
0 packets input, 0 bytes, 0 no buffer
Received 0 broadcasts, 0 runts, 0 giants, 0 throttles
0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
packets output, 0 bytes, 0 underruns
output errors, 0 collisions, 0 interface resets
output buffer failures, 0 output buffers swapped out

O OO
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Konfigurace rozhrani FastEthernet0/0:

Do konfigura¢niho rezimu se dostaneme piikazem configure terminal:

router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
router (confiqg) #

DalSim krokem je ptechod do rezimu konfigurace rozhrani, nastaveni IP adresy a aktivace rozhrani:

router (config) #interface fastEthernet 0/0

router (config-if) #ip address 172.31.80.142 255.255.255.0
router (config-if) #no shutdown

router (config-if) #exit

router (configqg) #

Vysledek uvedenych ptikazii si mizeme ovétit prohlédnutim aktivni konfigurace:

router (config) #fexit
router#show running-config

|
interface FastEthernet0/0

ip address 172.31.80.142 255.255.255.0

speed auto
!

Ptikazem ping na vlastni rozhrani a néjaké jiné rozhrani pfipojené sit¢ otestujeme spojeni:
router#ping 172.31.80.254

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 147.31.80.254, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms
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Nastaveni synchronni komunikace na ciscu (Serial 0/0):

Na smérovaci router nastavime synchronni sériové rozhrani Serial 0/0. Pouzijeme protokol hdlc a IP
adresu z privatniho adresniho prostoru. Nakonec zkontrolujeme nastaveni:

router#configure terminal
router (config) #interface serial 0/0
router (config-if) #encapsulation hdlc
router (config-if)#ip address 192.168.1.1 255.255.255.252
router (config-if) #no shutdown
router (config-if) #Ctrl-2
routerf#show interfaces serial 0/0
Serial0/0 is up, line protocol is up
Hardware is PowerQUICC Serial
Internet address is 192.168.1.1/30
MTU 1500 bytes, BW 1544 Kbit, DLY 20000 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation HDLC, loopback not set
Keepalive set (10 sec)
Last input 00:00:09, output 00:00:06, output hang never
Last clearing of "show interface" counters never
Queueing strategy: fifo
Output queue 0/40, 0 drops; input queue 0/75, 0 drops
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
94627 packets input, 2082774 bytes, 0 no buffer
Received 94614 broadcasts, 0 runts, 0 giants, 0 throttles
7 input errors, 0 CRC, 7 frame, 0 overrun, 0 ignored, 0 abort
110461 packets output, 7904706 bytes, 0 underruns
0 output errors, 0 collisions, 36 interface resets
0 output buffer failures, 0 output buffers swapped out
1 carrier transitions
DCD=up DSR=up DTR=up RTS=up CTS=up

Po tspesném nastaveni synchronniho rozhrani na node-hdlc (viz nésledujici ¢ast) se stav linkového
protokolu (prvni fadek vypisu) zméni na up.

Odkazy:

http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/products configuration guide chapter09186a008008807d.html

http://www.cisco.com/en/US/products/hw/modules/ps3129/products tech note09186a00800b0858.shtml

Nastaveni synchronni komunikace na node-hdlc:
(v€etné statického smérovani)

modprobe hdlc

modprobe dscc4 quartz=24000000 # onboard Xtal freq in Hz
sethdlc hdlc0O clock int rate 512000 # clock rate in bps
sethdlc hdlcO cisco

ifconfig hdlcO 192.168.1.2 netmask 255.255.255.252 up

route add default gw 192.168.1.1


http://www.cisco.com/en/US/products/hw/modules/ps3129/products_tech_note09186a00800b0858.shtml
http://www.cisco.com/en/US/products/sw/iosswrel/ps1831/products_configuration_guide_chapter09186a008008807d.html
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Odkazy:

http://sweb.cz/Frantisek.Rysanek/sync/dscc4+HDLC-Mini-HOWTO.html

Pozor! V pripadé opakovanych zmén casovace synchronniho rozhrani na linuxu miize dojit k
zablokovani pocitace.

Nastaveni statickych cest:
Pro vytvareni smérovacich tabulek jsou smérovace Cisco vybaveny smérovacimi algoritmy
RIP, RIP 2, IGRP (firemni distance vektor algoritmus) a OSPF. My si pro nasi jednoduchou

konfiguraci tabulky nastavime ruc¢né.
Staticky zdznam do smérovaci tabulky zapiSeme piikazem ip route, ktery ma tvar

router{config}#ip route a.a.a.a m.m.m.m g.g.g.g

kde a.a.a.a je adresa cilové sité¢/pocitace, m.m.m.m je maska spojena s touto adresou a
g.g.g.qg je adresa sousedniho smérovace na cesté do cile.

Zaznamy pro komunikaci do pfipojenych siti jsou vytvofeny automaticky (ptiznak C ve
smérovaci tabulce), pro nasi konfiguraci sité staci zadat zdznam pro defaultni cestu

router{config}#ip classless
router{config}#ip route 0.0.0.0 0.0.0.0 172.31.80.254

Piikaz ip classless zajiStuje slucitelnost s technologii CIDR (classless routing).

Provoz z pocitace node-hdlc je do sité laboratofe smérovan ptes hdlc rozhrani. Proto je potieba
nastavit defaultni branu.

Nastaveni smérovacich tabulek si ovéfime ptfikazem show ip route:

router#show ip route

10
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Preklad adres:

V ptipad¢ komunikace mezi siti s nevefejnymi adresami a Internetem je potieba nastavit pieklad
adres (NAT). Existuje celd fada moznosti tohoto nastaveni. Nejprve si ukazeme staticky NAT.

Nastaveni statického NATu na ciscu:

router#configure terminal

router (config) #interface serial 0/0

router (config-if) #ip nat inside

router (config-if) #fexit

router (config) #interface fastEthernet 0/0

router (config-if) #ip nat outside

router (config-if) fexit

router (config) #ip nat inside source static 192.168.1.2 172.31.80.139

—~ o~ o~~~ —~

Jind moZnost je NAT dynamicky (obdoba masquerade):

Nastaveni dynamického NATu na ciscu:

router#configure terminal

router (config) #interface serial 0/0

router (config-if) #ip nat inside

router (config-if) fexit

router (config) #interface fastEthernet 0/0

router (config-if) #ip nat outside

router (config-if) #exit

router (config) #ip nat pool ovrld 172.31.80.139 172.31.80.139 prefix-length 24
router (config) #ip nat inside source list 7 pool ovrld overload

router (config) #access-1list 7 permit 192.168.1.0 0.0.0.255

Odkazy:

Configuring Network Address Translation: Getting Started

Nastaveni Point-To-Point linky:

Pokud chceme usSettit IP adresy, je mozné misto ptedchoziho feSeni, nakonfigurovat propojovaci
linku jako Point-to-Point. Jedno feSeni je naznaceno nize:

Cisco:

router (config) #interface serial 0/0

router (config-if) #ip unnumbered fastEthernet 0/0

router (config-if) #no shutdown

router (config-if) #°Z

router (config) #ip route 192.168.1.0 255.255.255.0 ser 0/0

11
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Linux:

[root@pc-1 root]# ifconfig ethO 192.168.1.2
[root@pc-1 root]# ifconfig hdlcO 192.168.1.2 pointopoint 172.31.80.142
[root@pc-1 root]l# route add default hdlcO

pozn.: Point-To-Point linka nepouZiva adresy jednotlivych rozhrani linky. Pro oznaceni se pouZiji
stavajici IP adresy ostatnich rozhrani (zde FastEthernet 0/0 a eth0).

Ovéreni ¢innosti:

Spravnou funkci smérovacich zaznamu si ovéite ptikazy ping a traceroute ze smerovace
router a z pocitacii node-*.

Literatura:
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